LEHTPANbHBLIA BAHK POCCUACKOW ®EAEPALINA

NMUCbMO
oT 2 okTAGpA 2009 r. N 120-T

O NAMATKE
"O MEPAX BE3OINACHOI'O UCNOJIb30OBAHUA BAHKOBCKUX KAPT"

BbaHk Poccun B pamkax paboTbl N0 MHCHOPMUPOBAHUIO O pUCKaX, CBSA3AHHbIX C UCMOMb30BaHWEM
©aHKOBCKMX KapT, M MNOBbIWIEHUIO (DUHAHCOBOW rPaAMOTHOCTU HaceneHwust nogrotosun [llamatky ans
aepxartenen 6aHKOBCKMX KapT O Mepax 6e3onacHOro ucnonb3oBaHuMs OaHKOBCKMX KapT (ganee -
MamsTtka).

TepputopuanbHbiM  yypexaeHusm baHka Poccum npegnaraetcd NpoBecTM C  KPeAWUTHbIMU
opraHu3auusamMu [OOMOMHUTENbHYIO pPaboTy, HaMpaBMeHHYI Ha MOBbIiWEeHWe WHOPMUPOBAHHOCTU
aepxatenen OaHKOBCKMX KapT O Mepax Mo COXPaHHOCTM OaHKOBCKOW KapTbl, €€ pEeKBU3WTOB,
nepcoHanbHOro naeHTudrKaunoHHoro Homepa (ganee - NMVH) 1 gpyrnx gaHHbIX, @ TakKe Ha CHUXEHWEe
BO3MOXHbIX PUCKOB MpX COBEPLUEHUN Onepauuin ¢ Ucrnonb3oBaHuem OaHKOBCKOW KapTbl B GaHkomarte,
npu 6es3Hanu4HoOn onnate ToBapoB WM YCNyr, B TOM Ynicne Yepes ceTb VHTepHeT, BKoYas pasmMelleHune
MamaTkn B MecTax obcnyxuBaHus gepxatenen 6aHKOBCKMX KapT, B AOCTYNHOW ANS O3HaKOMMEHWUS
dopme.

HacToswee nucbmo baHka Poccuu nognexut onybnukosaHuto B "BecTHuke BaHka Poccun®.

3amecTtutens lNpencenarens
Banka Poccun
T.HYYTI'YHOBA

Mpunoxexue
K nucbmy banka Poccum
o7 02.10.2009 N 120-T

MAMATKA
"O MEPAX BE3OINACHOIO NCIMOJIb3OBAHNA BAHKOBCKNX KAPT"

CobnioaeHve pekomeHaaumii, cogepxalimxcs B MamsTke, No3BonuT o6ecneynTb MaKkcMmarnbHYyio
COXpaHHOCTb GaHKOBCKOM KapTbl, ee pekBuanToB, MNH 1 Opyrix OaHHbIX, @ TakkKe CHU3UT BO3MOXHbIE
PUCKM MpWU COBEpLUEHMX onepauuii ¢ Ucrnonb3oBaHMeM 6aHKOBCKOW KapTbl B GaHkomaTe, npu
BGesHanuyHoM onnarte ToBapoB U YCMyr, B TOM Y1cre Yepes ceTb MHTepHerT.

O6wme pekomeHaaunm

1. Hukorga He coobuwawnte MAH TpeTbmm nuuam, B TOM 4YUCre POACTBEHHMKAM, 3HAKOMbIM,
COTPYyOHWKaM KpeauMTHOW opraHu3aumu, kaccupam u nuuam, nomorawowmnm Bam B ncnonb3oBaHum
6aHKOBCKOW KapTbl.

2. TINH HeobxoAMMO 3aMOMHWUTBL MW B Clyyae, ecrinm 3TO ABNSeTCH 3aTPyAHWUTENbHbIM, XpaHUTb
ero otgenbHO OT GaHKOBCKOWM KapTbl B HEABHOM BuAe W HeOOCTYNHOM Ans TPeTbuX nuu, B TOM uyucne
pPOACTBEHHUKOB, MECTe.

3. Hwukorma HM npu kakux obBcTOsITENbCTBAX He nepepaBanTe OaHKOBCKYIO KapTy AOng
MCMNOMb30BaHNs TPeTbUM fvuaM, B TOM Ynucrne poAcTBeHHukam. Ecrnv Ha ©aHKOBCKOM kapTe HaHeceHbl
damunua n MMs puUsMYecKoro nuua, To TOMbKO 3TO (pu3mMyeckoe NULO UMEEeT MpaBo MCMOMb30BaTb
D©aHKOBCKYIO KapTy.

4. TMpwn nonyyeHnn 6GaHKOBCKOW KapTbl pacnuwunTecb Ha ee OOOPOTHOW CTOPOHE B MeCTe,
npegHasHa4YeHHOM Ansi nognucu gepxatens 6aHKOBCKOW KapTbl, €Cnu 3TO NPegyCMOTPEHO. 3TO CHU3UT
puCK ncnonb3oBaHnst 6aHKOBCKOM kapTbl 63 Bawero cornacusi B cnyvae ee ytpaTbl.

5. byabTe BHUMAaTesnbHbl K YCMOBMSM XpaHEHWUS W MUCMOMb3oBaHWA 6GaHkoBCKOM KapTbl. He
noagsepranTe GaHKOBCKYIO KapTy MeXaHU4eCKMM, TemrnepaTypHbIM 1 3MeKTPOMarHUTHbIM BO34eNCTBUSM,
a Takke m3beraniTe nonagaHns Ha Hee Brarn. BaHKOBCKYIO KapTy HeMNb3si XpaHUTb PSAOM C MOOMIbHBIM
TenedoHOM, GbITOBON U OPUCHOM TEXHUKON.



6. TenedoH kpeouUTHOW opraHM3auum - SMUTEHTa GAHKOBCKOM KapTbl (KPEOUTHOW opraHusauuu,
BblaaBLien 6aHKOBCKYHO KapTy) yka3aH Ha 0DOPOTHOW CTOpOHe GaHKOBCKOW KapThbl. Takke HeoOXxoamMmo
BCcerga nmeTb npu cebe KOHTakTHble TenedoHbl KpeauTHON OpraHm3aumm - aMUTeHTa 6aHKOBCKOW KapThbl
N Homep OaHKOBCKOM KapTbl Ha APYrMX HOCUMTENsX WMHAOpPMauuu: B 3annCHOW KHWXKE, MOBUIbHOM
TenedoHe n/vnn gpyrmx HoOCUTENAX MHOpPMaLUK, HO He psaoM € 3anucbio o MNH.

7. C uenblo npefoTBpalleHnsl HENPaBOMEPHbLIX AEWCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX
cpenctB ¢ H6aHKOBCKOro cyeTta LenecoobpasHO YCTAHOBWUTb CYTOYHbIA FIMMUT Ha CyMMYy onepauuin no
©aHKOBCKON KapTe M OAHOBPEMEHHO MOOKMIOYUTL JMEKTPOHHYI0 YCMyry OMOBELLEHWS O MpOBeAeHHbIX
onepauumsx (Hanpumep, onoseLlleHne nocpeacTsom SMS-coobLeHnn nnn NHbIM CNOcobom).

8. lMpwn nonyyeHun nNpocbObl, B TOM 4YWUCIe CO CTOPOHbI COTPYAHWKA KPEAUTHOW OpraHmsaumu,
COOOLMTb MepcoHanbHble AaHHble unu uHdopmaumio o 6aHkoBckon kapte (B Tom uucne MUAH) He
coobwanTte ux. [epe3BoHUTE B KPEeOUTHYIO OpraHmM3aumio - 3MUTEHT OaHKOBCKOM KapTbl (KpeauTHYH
opraHu3aumio, BbligaBLuyto 6aHKOBCKYO KapTy) u coobwute o gaHHOM hakTe.

9. He pekomeHOyeTcs oTBeYaTb Ha 3MEKTPOHHbIE MUCbMA, B KOTOPbIX OT WUMEHW KpeauTHOW
opraHusaumm (B TOM 4WCre KpeauTHOW opraHusauum - aMuTeHTa OaHKOBCKOW KapTbl (KpeauTHOW
opraHu3auumu, BblaaBLLen 6aHKOBCKyO KapTy)) npeanaraeTcs NnpeaocTaBUTb NepcoHalnbHble AaHHble. He
cnegynTe no "ccbinkam”, ykasaHHbIM B NMCbMax (BKITOYAsA CCbINIKM Ha CalT KPeaAUTHOW opraHmnsaumm), T.K.
OHW MOTYT BECTW Ha CaWTbl-ABOVHUKN.

10. B uensix MHMOPMAaLMOHHOIO B3aMMOAEWCTBMS C KPeOUTHOW opraHu3auuen - SMUTEHTOM
OaHKOBCKOM KapTbl (KpeauTHOM opraHmsauuu, BblgaBlien OGaHKOBCKYID KapTy) pekomeHayeTcs
MCNonb30BaTb TOMbKO PEKBU3UTbI CPEACTB CBA3U (MOOUNBbHBLIX U CTaUMOHapPHbIX TenedoHoB, (PaKCcoB,
WHTEPaKTUBHbIX web-canTos/noptanos, 0BbIMHON M 3MNEKTPOHHOW NOYTbl M Mp.), KOTOPble YyKasaHbl B
AOKYMEHTaXx, NoNy4EeHHbIX HENOCPEeACTBEHHO B KPEAWUTHOW OpraHu3aumm - amuteHTe 6aHKOBCKOW KapTbl.

11. MomHUTe, YTO B cny4dae packpbliTvs MH, nepcoHanbHbIX AaHHbLIX, YTpaTbl 0aHKOBCKOW KapThbl
CYLLECTBYET PUCK COBEPLUEHWUS HEMPaABOMEPHbIX AEWCTBUA C OEHEXHbIMWM cpeacTtBamym Ha Bawem
D©aHKOBCKOM CYETE CO CTOPOHbI TPETBUX JNLL.

B cnyyae ecnu wmeloTcsa npegnonoxeHunss o packpbitum  [VH, nepcoHamnbHbIX OaHHbIX,
NO3BOSISIIOLWLNX COBEPLUNTL HEMNpaBOMEpHble OeNcTBuSA ¢ Bawum 6aHKOBCKMM cHeTOM, a Takke ecrnu
DOaHkoBckas kapTa bbina yTpadeHa, HeobxoanmMo HemeaneHHO 06paTUTLCA B KPEAMTHYI0 OpraHM3auuio -
SMUTEHT GaHKOBCKOW KapTbl (KpeOuTHYK opraHusauuio, BblOaBLuyl0 GaHKOBCKy KapTy) M crnegosaTtb
yKasaHusaM COTpyAHVMKa [aHHOW KpeaWTHOW opraHusaumn. [Jo MOMeHTa obpalleHus B KpeauTHYHo
opraHu3aumio - aMuTeHT B6aHKOBCKOM KapTbl Bbl HeceTe puCK, CBA3aHHbIM C HECAHKLUOHMPOBAHHbLIM
CnucaHneM AeHexHbIX cpedcTB ¢ Bawero 6aHkoBckoro cyeta. Kak npasuno, COrmacHo YCrioBusIM
OOroBopa C KpeaUTHON opraHusaumnen - SMMTeHToM 6aHKOBCKOW KapTbl AEHEXHbIE CPEACTBA, CMCAHHbIE
¢ Bawwero 6aHkoBckoro cyeta B pesyrnbTaTe HECAHKLMOHMPOBAHHOIO MCMONb3oBaHusA Balwwen 6aHkoBCKOM
KapTbl 4O MOMEHTa yBegomIieHns 06 3TOM KpeOUTHOW OpraHm3auun - amuteHTa 6aHKOBCKOW KapTbl, HE
BO3MeLLalTCS.

PekomeHnaaLmmn npy coBepLLEHMIN OnepaLumit
c 6aHKoBCKOW kapTol B baHkomaTe

1. OcylwlecTBnsnTEe onepauum C UCNoNb3oBaHMEM OGaHKOMAaTOB, YCTAHOBMEHHbIX B Ge30MnacHbIX
MecTax (Hanpumep, B rOCyAapCTBEHHbIX YYpEeXAeHUsX, noapasgeneHnsix 6aHKoB, KPYMHbIX TOProBbIX
KOMMeKcax, roCTUHMLAxX, asponopTax u T.m.).

2. He ncnonb3yiite ycTponcTtsea, Kotopble TpebytoT BBoga NVH ans goctyna B nomelleHve, rae
pacnonoxeH 6aHkomar.

3. B cnyyae ecnv no6nm3octn ot 6GaHkOMaTa HaxoOATCsl MOCTOPOHHUE Nvua, cregyeT BbliOpaThb
Oornee nogxopsiee Bpems Anst MCNosb3oBaHUst 6aHkoMaTa UM BOCMONb30BaTbCS APYrMM GaHKOMaTOM.

4. Mepepn ucnonb3oBaHneM HGaHKoMata OCMOTPUTE €ro Ha Hanuune OOMOSNTHUTENbHBLIX YCTPONCTB,
He COOTBETCTBYIOLLMX €ro KOHCTPYKLMU M pacnofioXeHHbIX B MecTe Habopa MNMVH n B mecTte (npopesb),
npegHasHa4YeHHOM ANdA npuema kapT (Hanpymep, HanMyne HEpPOBHO YCTaHOBIEHHOW KnaBmaTypbl Habopa
MNH). B ykazaHHOM criydae BO3[4epXUTECh OT UCMONb30BaHNS Takoro baHkoMarTa.

5. B cnyyae ecnu knaeBuatypa wnu MecTo Ans npvemMa kapT OaHkomaTa 00opyaoBaHbl
OOMOMHUTENbHBIMA  YCTPOWCTBaMN, HE COOTBETCTBYIOLMMWU €ro KOHCTPYKUMW, BO3OEPKUTECH OT
ncnonb3oBaHua 6GaHKOBCKOW KapTbl B AaHHOM OaHkomMaTe UM coobwute O CBOUX MOO03PEHMAX
COTPYAHMKAaM KpeguTHOW opraHm3auumn no Tenedony, ykazaHHoMy Ha 6aHkomare.

6. He npumensante dwmsmyeckyto cuny, 4Tobbl BCTaBUTb GAHKOBCKYO kapTy B OaHkomaTt. Ecnu
OaHKoBCKas KapTa He BCTaBMSIETCS, BO3AEPXKUTECH OT UCMONb30BaHMs Takoro 6aHkomaTa.

7. Habupante NMNH Taknm obpasom, 4Tobbl Ntoan, HaxoasilmMecs B HEMNOCPEeACTBEHHON Bnn3ocTy,
He cmornu ero yBuaeTb. MNMpu Habope MNWH npukpbiBanTe knaBmMaTypy pyKon.

8. B cnyyae ecnn GaHkomaT paboTaeT HEKOPPEKTHO (Hampumep, OOMroe Bpems HaxogouTcs B
pexume OXuaaHusi, CaMOMpOU3BOSMbHO nepesarpyxaeTtcd), crnefyeT oOTKasaTbCA OT WUCMNONb30BaHWUSA



Takoro OaHKoMaTa, OTMEHUTb TEKYLLYH OMepauuio, HaxaB Ha kKnaBuatype kHormky "OtmeHa", u
AoXOaTbCsi Bo3BpaTa 6aHKOBCKOW KapThbl.

9. MNMocne nonyyeHns HaNWYHbIX AEHEXHbIX CPeACTB B GaHkomaTte cnegyeTt nepecyutartb 6aHKHOTHI
nonucTHo, ybeanTbcsa B TOM, 4TO BaHKOBCKas kapTa Oblna Bo3BpalleHa 6aHkoMaToM, 4oXA4AaTbCs Bbligaun
KBUTAHLMKN MpuK ee 3anpoce, 3aTeM MOMOXUTb UX B CYMKY (KOLLENeK, kKapMaH) U TONbKO MOcfe 3Toro
oTX0ANUTb OT GaHkoMaTa.

10. CnepnyeT coxpaHATb pacneyaTaHHble GaHKOMaTOM KBUTaHUMM ONs MNOCneayloLlen CBepKU
YKa3aHHbIX B HUX CYMM C BbINNCKOW N0 GAHKOBCKOMY CHETY.

11. He npucnywmBantecb K coBeTam TPETbWUX NUL, a Takke He MNpMHMManTe MX MOMOLLb Mpu
npoBefeHnn onepaunii ¢ 6aHKOBCKOW kapTon B BaHKomaTax.

12. Ecnu npun nposegeHun onepauun ¢ ©OaHKoBCKOM kKapTom B 6GaHkomate 6GaHkomaTt He
BOo3BpallaeT 6aHKOBCKYH KapTy, cnefyeT MNO3BOHWUTb B KPEAWUTHYK oOpraHumsauuio no TtenedoHy,
yKkasaHHOMYy Ha ©OaHkomaTe, M 0OBACHUTL OOCTOATENbCTBA MpoOM3oLWealWero, a Takke cnegyet
0o0paTUTbCs B KPEOWTHYIO OpraHusauuio - IMUTEHT OaHKOBCKOW KapTbl (KpeOuTHYK opraHv3auuio,
BblgaBLlyl0 OaHKOBCKY0 KapTy), KoTopas He Obina Bo3BpalwleHa OaHkomaTtom, M ganee crnegoBatb
WHCTPYKLUUSM COTPYAHUKA KPEAUTHOW OpraHm3auum.

PekomeHaaummn npy ncnonb3oBaHMn 6aHKOBCKOW KapThbl
Ans 6e3HannMyHOn onnaTbl TOBapoB W yCryr

1. He wucnonb3ynte OaHKOBCKME KapTbl B OpraHm3auusx TOProBnv W YCryr, He Bbi3biBaOLWLMX
AoBepus.

2. TpebynTte npoBeaeHuns onepauuin ¢ BaHKOBCKOM KapToW Tonbko B Bawewm npucytctBun. 310
HeobX0AMMO B LIEMAX CHUMXEHWUS pucka HenpaBOMEPHOro nonyyeHus Bawux nepcoHanbHbiX AaHHbIX,
yKasaHHbIX Ha 6aHKOBCKOW KapTe.

3. lNpu wucnonb3oBaHun 6aHKOBCKOW KapTbl Afs onnaTtbl TOBapoB W YCMAyr Kaccup MOXeT
notpeboBatb OT Brnagesnbua GaHKOBCKOW KapTbl NMpegocTaBWMTb MacnopT, nognucatb Yek unv BBEeCTU
MANH. Mepen Habopom MNH cnenyet ybéeantbcs B TOM, YTO N0AN, HAaXodsaLWMecss B HEMNOCPEeACTBEHHOW
6nunsocTn, He cMoryT ero yBuaeTb. [lepea Tem Kak nognucaTb Yek, B 06s3aTenbHOM nopsake npoBepbTe
CYMMY, YKa3aHHYI0 Ha 4eke.

4. B cnyyae ecnu npu nonbiTke onnaTtbl 6aHKOBCKOW KapToW MMena MecTo "HeycnewHas"
onepauus, cnegyet COXPaHWTb OAMH 3K3EeMNAsp BblAAHHOrO TEPMWHANOM Yeka Ans nocregyroLllen
NPOBEpPKN Ha OTCYTCTBME yKa3aHHON onepaunm B BbiNMcke No 6aHKOBCKOMY CYeETY.

PekomeHgaumm npu coBepLieHun onepaummn ¢ 6aHkoBCKON
KapTon 4Yepes ceTb IHTepHeT

1. He wucnone3ynte MNMWH npu 3akase ToBapoB W ycnyr yepe3 ceTb WHTepHeT, a Takke no
TenedoHy/dakcy.

2. He coobuiante nepcoHarnbHble AaHHble UM MHAOPMauunio o GaHKOBCKOM(OM) kapTe (cyeTe)
yepes ceTb VHTepHeT, Hanpumep MNH, naponu goctyna K pecypcam 6aHka, Cpok AencTBMs 6aHKOBCKOM
KapTbl, KPEAWUTHbIE NIUMUTBI, UICTOPUIO Onepaumi, NepcoHarnbHble AaHHbIE.

3. C uenbio npefoTBpalleHnss HenpaBOMEPHbLIX AEWCTBUA MO CHATUIO BCEW CYMMbl OEHEXHbIX
cpencte ¢ 6aHKOBCKOrO cyeTa pekoMeHAyeTcs AN onnatbl MOKYMOK B CeTu VIHTepHeT ucnonb3oBaTb
OTAEenbHYI0 OaHKOBCKyl0 KapTy (Tak HasbiBaeMmyl BUPTyarnbHYH KapTy) C npeaenbHbiM NIMMUTOM,
npegHasHa4YeHHyY TOMbKO AN yKa3aHHOM Lenn 1 He MO3BOMSAILLY0 NPOBOAUTL C €€ UCMONb30BaHNEM
onepauun B opraHu3aumsix TOProBnm n ycryr.

4. CnegyeT nonb3oBaTbCA MHTEPHET-CalTaMn TOMbKO M3BECTHBIX M MPOBEPEHHBLIX OpraHn3auumin
TOProBIN U YCIyT.

5. O6ssatenbHo ybeguTecb B NPaBUBHOCTU  afpecoB WHTEPHET-CAWTOB, K KOTOPbIM
NnoakrovaeTecb M Ha KOTOpbIX cobupaeTecb COBEPLUMTb MOKYMKW, T.K. MOXOXWe agpeca MoryT
MCnonb30BaTbCs ANA OCYLLECTBNEHUS HENPaBOMEPHbIX AEACTBUN.

6. PekomeHayeTcs coBepluiaTb MOKYMKW TOSMBKO CO CBOEr0 KOMMbIOTEPA B LIENsX COXpaHeHus
KOH(MAEHLMANBbHOCTYN NEPCOHAanNbHbIX AaHHbLIX U (UNK) nHdopMaL M o 6aHKOBCKOM(OM) kapTe (cueTe).

B cnyyae ecnv nokynka coBepLlaeTcs C UCMOMNb30BaHNEM YYXKOrO KOMMbIOTEPA, HE peKoMeHayeTcH
COXpaHATb Ha HeM nepcoHanbHble AaHHble WM APYryl MHQOopMauuo, a Mocre 3aBepLueHns Bcex
onepauun HyxHO ybeauTbCH, YTO MEepCcoHanbHble AaHHble U gpyras MHGOpMauMs He COXPaHWIUCb
(BHOBb 3arpy3uB B Gpay3epe web-cTpaHuuy npoAasLa, Ha KOTOPOW COBEpLUANUCh MOKYMKW).

7. YcTaHOBWTE Ha CBOW KOMMBLIOTEP aHTUBMPYCHOE MNpPOrpamMmMHOe obecneveHne n perynspHo
npounssoauTe ero o6HoBNeHne M oBHOBNEHWe OpYyrMx Mcnonb3yemblx Bamu nporpaMmHbIX NpoayKToB
(onepaLMOHHON CUCTEMBI M MPUKNAdHbIX NPOrpaMm), 3TO MOXET 3awuTutb Bac oT npoHWMKHOBEHMSA
BPEL4OHOCHOIo NporpaMmMHoro obecneveHus.




